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Abstract

In years based on a fairly detailed analysis of many possible threats [4-9], an
example and method of building their model is given, which is a step in
determining the set of necessary means of protecting information objects of the
corresponding distributed computer network (ROM) and building protection
systems. However, the model proposed in [3] does not answer the question of the
mechanisms of implementation of each of the many possible threats, and therefore
does not specify the composition of such protection systems. Therefore, a more
advanced version of the threat model is proposed below. In this model, as in [3],
the security features of information objects that may be violated are defined -
confidentiality (k), integrity (c), accessibility (e) and qualitative assessment of the
probability of threats and levels of damage (harm) to each of the types of
violations.

Kewords:

Possible threats, computer, network, mechanisms, model .

Introduction
As in previous materials, the method of developing such a model is that in one of
the columns of the table is entered as complete a list of types of threats; in the
given example such list is given in column 2. Further for each of possible threats
by their analysis (possibly also by a method of expert estimations) it is necessary to
define:

1. The likelihood of such threats. Qualitative estimates can be used as the first
step in determining such a probability. The table can provide qualitative estimates
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of their probability [1 unacceptably high, very high, high, significant, medium,

low, neglected low (column 3);

2. Violation of which functional properties of information security (column 4) it
Is aimed at (violation of confidentiality [1 k, integrity [ ts, accessibility (7 d);

3. Possible (expected) level of damage (column 5). An example of this
assessment is also given on a qualitative scale (absent, low, medium, high,
unacceptably high). The presence of such assessments, even on a qualitative scale,
allows to justify the need to provide means of protection of each of the security

features of information;
4. Mechanisms of realization (possible ways of realization) of threats (column

6).
Threat model in ROM
Ne Type of threats Probability | What The Implementation
breaks | level of mechanism
damage
1 2 3 4 5 6
Network monitoring (intelligence)
1 Intelligence, traffic high k,c,d from Interception of
analysis the information

essence transmitted in
unencrypted form in
a broadcast medium,

the lack of a
dedicated
communication
channel between
ROM objects.
Unauthorized access to information resources with ROM

1 | Substitution (imitation) high k,c,d |average | Falsification (forgery

of a trusted object or of IP network
subject of ROM with addresses, replay of

forgery of network messages in the
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Threat model in ROM

Type of threats

Probability

What
breaks

The
level of
damage

Implementation
mechanism

2

5

6

addresses of those
objects that attack

absence of a virtual
channel, insufficient
identification and
authentication in the
presence of a virtual
channel

Change routing

Let's not
get high

k, c, d

low

Changing routing
settings and the
content
of transmitted
information
due to lack of
control over the
route of messages or
lack of filtering of
packets with the
wrong address

Selection of
information flow and
its preservation

high

k,c,d

high

Using the
shortcomings of
remote search
algorithms by
introducing
erroneous objects
into a distributed
computing system
("man in the middle"
attacks).
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Threat model in ROM

administration
systems to
workstations, local
networks and secure
information object
based on attributes of
workstations or means
of access control and
routing (masking) of
relevant networks -
(firewalls, proxy
servers, routers, etc.).

Ne Type of threats Probability | What The Implementation
breaks | level of mechanism
damage
1 2 3 4 5 6
4 Overcoming access high k, c,d | high Using the

shortcomings of
identification and
authentication
systems based on
user attributes
(identifiers,
passwords, biometric
data,
etc.). Insufficient
identification and
authentication of
ROM objects, in
particular sender
addresses

Speci

fic threats to

information objects

cryptographic security

1 Overcoming the low To high | Use of leaks through
cryptographic security technical channels,
of intercepted removal from the
information objects network and specific
virus attacks by
implementing
spyware with the
disclosure of key
sets
2 Overcoming the low To high | Unauthorized access

to information
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Threat model in ROM

Ne Type of threats Probability | What The Implementation
breaks | level of mechanism
damage
1 2 3 4 5 6
of information objects objects using the
of workstations shortcomings of

identification and
authentication
systems based on
user attributes
(identifiers,
passwords, biometric
data, etc.) with the
disclosure of key

sets
3 Modification of high c,d high Modification or
transmitted data, data substitution of
or program code stored information objects
in the elements (program codes) or
of computer systems. their parts by
implementing

destructive software
or changing the logic
of the program file
using special types
of virus attacks that
can commit a
violation of integrity
Distortion of a
certain number of
symbols of an
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Threat model in ROM

Ne Type of threats Probability | What The Implementation
breaks | level of mechanism
damage
1 2 3 4 5 6

information object
with the use of
special effects on
information by
technical channels in
the local network or
in the elements of
the distributed
network
4 | Service blocking or high d high Use of "Syn Flood"
overloading of access attacks, transmission
control system requests of incorrect,
(denial of service) specially selected
requests to the
attacked object
Use of anonymous
(or modified
address) service
requests (spam) or
virus attacks of a
special type

The availability of such information allows to build a more substantive general
model of the protection system; assess the value of residual risk as a function of
security for each of the functional properties of security; determine the structure of
the protection system and its main components.

It should be noted that the estimates of the probability and magnitude of
possible damage to each of the threats in this example of a threat model are
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illustrative. For cases of specific ROM, these values must be determined by
specialists of the protection service of the enterprise according to separate
methods.

Thus , the analysis of many possible remote threats in distributed networks and
mechanisms of their implementation proposed in the article make it possible to
determine the components of security policy of information objects of the relevant
ROM and the set of necessary means of protection against information objects
from possible threats from the ROM environment.
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